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Maximize
Uncertain Events Expected
Monetary Value

Using Agile to
Risk Management Traditional Risk Avoid Some
Assumpftions Management Uncertain
Situations

Agile Principle-
based Risk
Management
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=2 0ur goal today is to discuss...

(- )

How applying core agile principles make the
development process robust and at times antifragile to
the disorder of uncertain events, allowing us to avoid
harm and reap the benefits of uncertainty, without the
_ need for heavyweight risk management processes y

.- L ; Work. in
Vamab:ll‘fj & Frediction Validated
unoerfainfﬂ & adaptation lea rninﬂ ?{:ﬁ;;g mejregg Ferformance
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*~“What are we interested in?

4 A
When appropriate, applying simple traditional risk
management techniques in a parsimonious

k(S|mplest possible) way -

" A
Applying agile principles to avoid the self-creation
of inherently risky or uncertain situations

& 4

Applying agile principles to avoid the harm (be
robust) and reap the benefits (be antifragile) from
uncertainty in our environment
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.= Many words for the same concept

[ Risk ]

[ Randomness ]

| volatility |

| Variability |

[ Uncertainty ]
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v, For our purposes we will treat

“~ them the same

" Boils down to a lack of A
knowledge regarding
- uncertain events -

i . i : Copyright o= I'nn()luﬁo_
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- ~Example uncertain events

(Earthquake disables California data center housing
_the development servers )

( )

LVendor fails to deliver a component when promised

( )

LApplication fails to scale to 10m current users

( )

LChanging requirements

LBuilding the wrong product

( )

LKnowledgeable people leaving company
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<. Typical mental model of uncertain

“~ events

Candidate
action

Probability

changes of
g occurrence

jused to compute

Effectiveness

changes

sum of all
Impact of
occurrence

Expected
monetary value

3
1.* used to compute

Consequence
(payoff / exposure
function)
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- ~We strive to...

Candidate
action

( cost } has

Can influence

“Uncertain”
event

has

Probability
of

changes occurrence

used to compute ; .
Goal is to maximize

the “economic
benefit” in the
presence of
uncertainty

Expected
monetary value

sum of all Consequence
(payoff / exposure

function)

Impact of
occurrence

(agie

J
[ Fragile ]—[ Robust ]—[Antifragile]

Harmed by Resilient to Benefits from
disorder disorder disorder
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o, Goal 1Is NOT to eliminate

uncertamty, risk, or variability

Focusing just on probabilities is
focusing on the item we are
often least able to predict

ction
l“*
n influence
Prob;blllw “Uncertain
event

occurrence

Not trying to
eliminate all
uncertainty; taking
risks is central to
developing
innovative solutions
and creating value

( cCost }

changes

has
used to compute

Need to distinguish
between variability
that increases
economic value and
that which
decreases it

Working with our exposure is
typically the best way to
maximize the economic outcome

occurrence

., Asymmetric payoffs create
> economic value or harm

Gains/Losses Gains/Losses
f(X) f(x)
ER :
You are here i Variable
Gain X
Variabl :
‘/_l 3"')? ¢ You are here el
Pain
Positive asymmetric Negative asymmetric
payoff (antifragile) payoff (fragile)
anything that has more anything that has more
upside than downside downside than upside
from random events from random events

\ (variability) / \ (variability) /
- T o e st
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.. Assumptions in traditional risk

management

That your actions can
change the probabilities

That you can predict
the probabilities

That you know
about the events

@ hag Candidate
action

Can influence

“Uncertain”
event

has

Probability
of

occurrence

Expected
monetary value

sum of all Consequence
(payoff / exposure

function)

Impact of
occurrence



-~ Operate in a complex domain

Coomplex Coomrﬁaa‘f’&d
Frobe, Sence, Respond Sence, &ﬂasz&, Regpond
- Eﬁrfore. to learn about problem, then ‘ = Aggess the srtuation, ?W&*;fiﬁa'.‘e, several

inspect, and then adapt
Kyiuire& creativefinovative approachi

= Create f,aferfai] environment fm’

esperimentation to diccover Faf*ham'; com lex
- inor&'ase. levels of interaction/communi P”Ob& %M& K&wand
= Domain oIF effergence ’ ‘

- We'll know in hindsight
+ Mare upredictable Tron prediciale | = Eaplore o learn about problem, then

ey ingpect, and then adapt

Ediiotic, - Requires oreahls/e/ mr'lo\/a‘h\/e approaches
Kk, Sense, Respond - Create Safe—fail environment for

= Act imwediately then inspect o cee experimentation to discover patterns
situation hag stabilized, then adapt to , s s s
to wigrote cortert to complex donain | = IcveaSe level§ of interaction/communication

» Many decisions to make; no time to 4 . -D '
= |mmediate action to reectablich order omain O'f emerﬂenw

« Lok for oot vorksintesd o v« Well konow in hindgight

ancwers
- Dowain of the novel » More unpredictable than predictable
+ No one knows

* No clear cause and effect
] Cynefin Framework, by David Snowden
| i : Copyright N 2014’ IIlrl()luﬁon’_

~~Unknown unknowns

e D
Many uncertain events aren’t

predictable proactively
\ Y

e N
These are the unknown

unknowns
" Y,
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- ~Some are inconseqguential

Don’t design a risk management system to
deal with these, and even if we did these
items would not be in our tables and charts

Copyright . Inn(ﬂuﬁon’ e All_

=2~ Others are Black Swans

Large-scale unpredictable
(or very hard to predict)
events of massive consequences

_— — —

Swans were assumed to be always white, until the discovery of black swans in Australia.
Rare, unexpected but highly significant events are much more common than we think.

Copyright . Inn(ﬂuﬁon’ e All_




>~ Black Swan characteristics

There is likely nothing you
can do to change the
probability of occurrence
before the first occurrence

If you could predict one, the
probability would be
estimated to be so low as to
make it dismissible (they are

has rare events)
action
r an influence
.‘ Probability .' - N
Effectiveness of Uncertain -
changes occurrence Most of the time
you will never see
has

used to compute
Expected
monetary value
1.*

Consequence
(payoff / exposure
function)

You need to focus
here, but you likely
can’t or won’t

them coming

The consequences
if one occurs can
be catastrophic

Copyright . InnOIuﬁom _

4 )

Identify Black Swans that you have seen
affect software development efforts

Copyright . InnOIuﬁom _



-~ Dealing with Black Swans

Leverage Agile principles to be robust or antifragile
to things we can’t predict or the very improbable

Focus our efforts on modifying our exposure the
Black Swans instead of trying to quantify their
statistical properties

| | i : Copyright o= Inn(ﬂuﬁon’ LLC_

<. We know some events will happen, but
> we can’t predict or change probabilities

'
EARTHQUAKE

We can predict earthquakes
will happen in California

" )
We can’t predict the occurrence of a specific

earthquake of a given magnitude, or change the
probability of it happening

& 4
4 _ A
We can describe the consequences to our
business via a disruption in our California-based
- data center if we are affected by an earthquake >

| | i : Copyright o= Inn(ﬂuﬁon’ LLC_



.= Adjust your exposure

. When you can’t change
You take actions... the probability of

occurrence...
has ﬁandidate
< Lost > action

has q
Probability .r : —
of Uncertain
occurrence

changes event

has
used to compute
Expected
monetary value
1.* used to compute
Impact of sum of all Consequence 1.% That Change your
occurrence (Revclacxnosiie exposure to the event

function)

. More sophisticated process does
> NOT solve this problem

Mistaken belief that we need better computation in
order to more accurately predict the event and
figure out the probabilities

More effective approach is to modify your exposure
and learn to get out of trouble fast

| | i : Copyright o= InnOIuﬁom _



dei’riona\ Risk
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v, Traditional risk management in

- Agile?

~ Yes, It’s a matter of degree!

4 A
Domains where human lives are at risk will likely
employ a more heavyweight risk management

_process -

Most other domains can get along with very simple
traditional risk management techniques and rely on
effective application of agile principles as an a
primary means of dealing with uncertainty

4

| | i : Copyright o= Inn(ﬂuﬁon’ LLC_

Y,

- Example of simple risk

[ Vendor might fail to deliver a component on a promised date ]

There are easily
identifiable
candidate actions

We can derive a
probability that
isn’t too wrong

-— has Candidate 2
@ action We can easily
has L Can infuen ldentlfy_ the
uence uncertain event
Probability B o
Effectiveness of Uncertain
- changes occurrence

has
used to compute

Expected
monetary value
1.*

used to compute

The consequences
are well understood

Consequence
(payoff / exposure
function)




Candidate Action 1 — Manage the

~dependency risk

Affects prioritization of other items in the product backlog ]

This feature is
dependent on delivery
of the component

~  Ferhre P | 13 Srb’ilrh; 5-9
N, | Fertwre .. | &

Feature ZZ | X

.

[ Manage risk via product backlog grooming ]

g i : Copyright o= I-nn_

Candidate Action 2 — Create new
- product backlog items

Employ the parallel hedge strategy ]

P eoture 4 |
(oot &
Trestue C |

Insert one or more
product backlog items
to develop the
component ourselves

N
—

\*_

[ Manage risk via product backlog grooming ]

| i : Copyright o= I-nn_




, Candidate Action 3 — Not shown In

*our backlog

[Send one or more of our employees to vendor to help expedite]

Risk Prob Exposure Mitigation
Vendor fails to | 50% $1m/month Send Barbara to vendor
deliver to help expedite

Component X

[ Manage risk via lightweight traditional techniques

i E ‘ Copyright . h‘n‘ﬂ_

, Candidate Action 4 — Also not

*shown in our backlog

[ Pay expedited charge to move to head of queue ]

Risk Prob Exposure Mitigation

Vendor fails to | 50% $1m/month Pay more money to get
deliver head of queue privileges
Component X

[ Manage risk via lightweight traditional techniques

i E ‘ Copyright . h‘n‘ﬂ_




<. Traditional risk management

v summary

Like anything else in Agile, we would
embrace the minimum (barely sufficient)
amount of process that would be sufficient
for dealing with the risks in our particular
environment
Q 4

‘ ) . | . i ‘ Copyrlght © 2014’ MOIuﬁon’ LLC_




<, Some uncertain events can be

“~ avoided altogether

Avoid the self-creation of inherently risky
or uncertain situations

= If you don’t go into
space, you don’t have
to worry about the
risk that your
spaceship could run
out of fuel

1Xe.d

= If you don’t write fixed
price subcontracts, y
you can avoid the
risks of fixed price
contracts!

| | i : Copyright o= Inn(ﬂuﬁon’ LLC_

Fired| Pife L Budget Fiyed

.. Effort saved not having to
& “manage” uncertain events

Think of the effort
saved if we end up
injecting less
uncertain events into
our environment

Candidate
action

has

Expected
monetary value

Consequence
(payoff / exposure
function)

sum of all
Impact of
occurrence




v, Exercise — Uncertain events

<~ avoidable by Agile

4 )
What are some known risks or uncertainties
that we can avoid just by applying Agile
development?

& 4

i . | i ‘ Copyright o= Inn()luﬁom LL-
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-~ Agile principles

SeRAr 5‘ Described in detail in Chapter 3

of my book

| _ 1 | 1 |

Variability & Prediction Validated pravk in
uncertainti & adaptation learnin Proces Froﬂmgg Ferformance
: g 3 (WIP)

JE S R R |
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.= All before any is “risk generating”

« Deliverable/Milestone
\ o - Review/Approval

[ ﬁmaljgic

4 All-Before-Any:
assumes “all” of one
activity can be

completed before
“any” of the next '
L activity begins Y, Operations ]

3 ™\ & B g ™\

Sprint 1 Sprint 2 Sprint 3
(bge}—{Beims) (et —\g Do) (e} —{pbuin.]

ey | e [C= (oot )
((integrate Build | [aﬂw%)jw ]

L. . L. .

Inerement 1 Increment 2 Increment 2

:Get things wrong before we get them right

:Build some of it before you build all of it

Reduces forecasting errors

Offers opportunity for continuous deployment

J

i E ‘ Copyright . Innol‘_




Agile I1s an empirical process
model

Process
Adaptation ( inkpecion J Feedback
A'daf'f’a’ﬁonl
B
Adaptation
Adaptation { Product J‘Feedbaak.
ingpection

-------

Copyright ©

Address all forms of uncertainty
simultaneously

High Means Uncertainty Low High Means Uncertainty Low

Defined Empirical

Alr
o S
- ) ) : Copyrig}_



diction and
Pr:daptahon

‘‘‘‘‘‘‘

Copyright . Inn(ﬂuti_

v, Risk of trying to get it right
~ upfront

Danger zone! That’s

a lof of fow—iualifg
retluiramen‘l's Specified
when we don't have :

anouﬂh knowledﬂe, ) — C?nanﬁ‘f‘j of
requirements
produced at each
Foin‘l' in time

=== Cumulative
kmwledﬂe

Our cumulative
Produaf‘ !cnowfedﬂe
grows over time

Anafj;ig Degisn Codinﬂ T‘e,;ﬁnﬁ Ops
Phase

Copyright . Inn(ﬂuti_



. Keep options open

" (last responsible moment)

Last icall
recponguble, moment /'

-Exercise — Architecture A vs. B

4 )

First day of a new product development effort.
There are two architectural choices: A or B. Each
appears to have viable characteristics. Which one

should we select?

. 4

i . i : Copyright o= Innol‘_



<~ Rapidly intermingle exploration
'~ and exploitation

Adaptive Predictive
processes processes

interleave heavily focus
small-scale on early
e =
Exploration WI.C Exploitation
always a
in the tension in the
presence of between presence of
Uncertainty f m
involves requires
Knowledge
Predicting
increases does not
increase
Level of
certainty

| | i : Copyright o= InnOIuﬁom _

-+ Real options

( )
The right but not the obligation to do
something

& 4

( )
Options have value

& 4

( )
Options expire

& 4

( ) . )
Never commit early to an option unless you

\know why .

| | i : Copyright o= InnOIuﬁom _



The risk of trying to eliminate

change

1
We believe late
i very expencive
Cost of change usi II
goimnﬁaf d&VZTapm:E'!‘
When change happens, %”
vam) WVE&P’ oﬁoﬁ 0 We f:::,?:;i l?'f'e
mb:}mw § aud harder up frorrl'
” i to avoid ohanje
hlﬂh blwlﬂd cost
i esign Coding Tech
L A‘nai5§§ D Sign nq "

Which cauges us to
prematurely create many
work products cuch ag

specifications and dssijllc

1L

Reduce risk by flattening the cost

of change curve

& ’
R /'
3 o
"'
4
‘O"'/
=o"’

Time

‘ ) ) : Copyright©2014’_



Managing change risk during a

traditional development project

Capture ; _ Approved
lete Requirements || ™0 ined " i
Primary flow - é T;
Ouf;ide-of—rrimar ~flow
c«hanﬂe contvol Prgc-ecc Change r:w'-’:,:ﬂam u.fiﬁm
(unplanned work) Keuect aprM YTM plan '

~
rd

Time

AV
L o
5 0 Copyright © 2014,

Managing change risk using Scrum

Workshop during print \ N

=
J/ Eﬂminj Sprin bk l & Daily serum
j Al
]

vim |99
AE__IL L
| N

1 Sprint execiction

ADN

. Sprint revien
Sprint retrospective 1\

Dllrinﬂ Grrinf’ review
Aty
oo SRR
e e Copyright © 2014,



. Upfront work should be helpful

" without being excessive
. T:Ljpe, of product

. 'Deﬂme of end unoeri‘amfﬂ
« Degree of means unoer'l‘am‘l'j
« Constraints on deVeloPmenf

- Compliance/requlatory requirements

& . i : = it ght©2014 Inncﬂuh_

-

Validated Learning
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-~ Assumptions = accrued risk

( )
Assumption is a guess or belief that is assumed

true, real, or certain
Q 4

( )
Not-yet-validated assumptions represent significant

accrued risk during development

& 4

( )
Don’t let important assumptions live long without

kvalidation "

& . i : Copyright o= Inn(ﬂuti_

. Reduce risk by going fast through

N
[ Adapt J [ Build ]
[ Inspect J—[ Feedback J

 *theIoop

P

Assume




. Organize flow of work for fast

 *feedback

: ln‘l‘ejva'f‘e.- | We almost alwz;;']'|
- | ' underectimate the true
_br | 4 3 —-b' E effort here; we have
| i E o idea how lng it will fakce
[ | 1
: e .
P— 1._ 2 d C,omPonen‘f' 2

|
:
I
A = -—ﬂ : Coomponen‘i' %
C—ompon&wf‘ 3 l

Eerl'ﬂ Late Later K&a”ﬂ late

i . i : Copyright o= I-Iu‘lc‘luﬁ_

—— ]

.- Fast feedback is antifragile

( )
Agile benefits from the uncertainty (unpredictable
kthings we learn) in fast, frequent feedback "
N
Learn fast you are going down the wrong path you
can truncate the path "
&
Exploit newly acquired knowledge to realize an
kemergent opportunity "
N
Asymmetric payoff by limiting downside harm and
providing much greater upside potential "
&

i . i : Copyright o= I-Iu‘lc‘luﬁ_



k in Process
Wor ( WIP)

‘ ) . | . i ‘ Copyrlght © 2014’ MOIuﬁon’ LLC_

- Use economically sensible batch

v sjzes

[Reduced cycle time

[Reduced flow variability

[Accelerated feedback

LLower risk of failure

[Reduced overhead

Increased motivation & urgency

" S e v e ed e e

[Reduced cost and schedule growth

‘ ) . | . i ‘ Copyrlght © 2014’ MOIuﬁon’ LLC_




. Inventory (WIP)

risk

represents a flow

Manufacturing inventory
is both physically and
financially visible

Product-development inventory
are knowledge assets that
aren’t visible in the same way
as physical parts

20
18
16
14
3 12 ’
{ ¢ /
y ) 4
2 /
e
3 | | | L
104 20% 30% 40% S0% 0% Tox 80% 90% 100%

Utilization

Copyright . I-nn()l_



Progress

i . i : Copyright o= h‘n‘ﬂ_

. Adapt to real-time information and
" replan

1 [Tack Nowe| 1712 | 212 | 312 | 4712 | 512 | 612 | 702 | Bp1z | 9piz | sopiz | iz | 1afiz | aes| 213 313 | 413] 5713 | 613

Tick #2.
Tk #3
| T & |
Tack #5
Tek® [
Tick #7
Tk #8
Tk #5

SRR

Tk #10
Tk #11
Tack #12
Tk #13
Tack #14
Tk #15
Tk #16
Tik #17
Tack #18
Tk #19
Tk #20_|
Tk #21
Tosk #22
Tocke #23
Tk #24
Tk 425

Tuck #24
Tk #27
Tk 928
Tk #79
Tack #30
Tk #31
Tack #32

a*ﬂswsdg!‘;:mlﬂﬁlﬂzaaa:zaa

@aorﬂs 18 monthg )grom +odaﬂ

Using Agile, progress is measured by
validating working assets (e.g., features)

i . i : Copyright o= h‘n‘ﬂ_




Reduce risk by focusing on value-

centric delivery

Q g
= = == 1raditional
N
o p
% o’
s g
= P
a P g
"
"

Time

--------

I\/_Iolge frequent checkpoints reduce
ris

Waterfall checkpoints




Planning Risks

i . | E ‘ Copyright . InnOIuﬁom _

Belief that loading planning on the

front-end reduces risk

( )

Better the planning the better the understanding
and therefore the better the execution

Q

( )

Give appearance of orderly, accountable, and
predictable approach

.

( )

Developing a product rarely goes as planned
. 4

( )
Beliefs don’t match uncertainty in product
development

.

4

i . | E ‘ Copyright . InnOIuﬁom _




. Scope Is the risk-reducing degree

- of freedom

N
[Scope can be binary
J
( )
Scope can be shades of grey
. J
( )
Allows us to bound the downside on the asymmetric
kpayoff function "

i . i : Copyright o= I-nn()l_

. Communicate uncertainty with
range answers to questlons

gsrmr T)Zsrnnf25’5fnnf3) srmHB ‘sfmrs ’sfms "' rmn sfme} fﬂlﬂ'g)

150 cf'orﬂ Pom‘f‘c 22 points per print = T prints J
150 Gforj Pam‘f's + 18 Pom'k per cprin‘f' =9 cprinfc




= Teams with T-Shaped skills

A’bifi‘i‘j to work outside

of core area

5 4 )

Functional area, Example of negative
discipline, or <pecialty | covariance or counter

Can offset random
increases in demand by
quickly compensating
with changes in capacity

. 4

balancing (one random
variable counterbalances

Qhe other) )

Copyright . Inn(ﬂuﬁon’ LLC_

> ~Visual AGILExicon®

Slides in this presentation contain items

from the Visual AGILEXicon®, which is a BaSSa Enre?
trademark of Innolution, LLC and ScruMm

Kenneth S. Rubin.

The Visual AGILExicon is used and
described in the book: Essential
Scrum: A Practical Guide to the
Most Popular Agile Process.

You can learn more about the Visual
AGILExicon and permitted uses at:
http://innolution.com/resources/val-

home-page




- ~www.essentialscrum.com

ESSENTIAL SCRUM

]NNOIUt]ON TRAINING

Buy now from amazon.con

ESSENTIAL SCRUM
View the Book Trailer
Read the Table of Contents
Read Reviews Essential Scrum
Order on Amazon
Introducing Essential Scrum, A
Practical Guide to the Most Popular
Agile Process by Kenneth S. Rubin.
» Watch the trailer now
READ THE TABLE OF CONTENTS:
Browse throught the Table of Contents to
find out more about the how the book can
help you:
([ Choose a chapter... D
ol
.
Y

RESOURCES BLOG ABOUTUS

ESSENTIAIL
SCcruM

SEE WHAT PEOPLE ARE SAYING:

in large
- _

~Contact Info for Ken Rubin

1i\'l'l‘\ldldfio|\|

agile inr

Email: krubin@innolution.com

Website: www.innolution.com

Phone: (303) 827-3333

LinkedIn: www.linkedin.com/in/kennethrubin
Twitter: www.twitter.com/krubinagile
Facebook: www.facebook.com/InnolutionLLC
Google+ plus.google.com/+KennyRubin1/
Essential Scrum: A Practical www.essentialscrum.com

Guide to the Most Popular

Agile Process

Comparative Agility Website www.comparativeagility.com
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